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Summary

In Europe, every country has its national security strategy, particularly in the area of cybersecurity. Furthermore, each
nation has its own set of circumstances, powers, technological advancements, and rules. Cooperation and a unified
approach can prove difficult. As a consequence, this article examines the cooperation of Visegrad countries and
other organizations in the field of cybersecurity from the perspective of cybersecurity experts, as well as the official
V4 legal framework and national sources to identify the differences and similarities of Visegrad countries’ strategies.
Besides, the authors aimed to uncover solutions on how to maintain their power in the same location and develop
the strength of the EU and other organizations.
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Osszefoglalas

Eurépdban minden orszignak megvan a maga nemzeti biztonsagi stratégidja, kiillonosen a kiberbiztonsdg tertiletén.
Ezenkivil minden nemzetnek megvannak a sajat kovetelményei, technoldgiai fejlédései és szabalyai. Az egytittmko-
dés és az egységes megkozelités nehéznek bizonyulhat. EbbdI kifolydlag ez a cikk a visegradi orszagok (V4) és mas
szervezetek kiberbiztonsagi egytittmiikodését vizsgilja a kiberbiztonsigi szakértSk szemszogébdl, valamint a hivata-
los V4 jogi keretek és nemzeti forrasok segitségével azonositja a visegradi orszagok stratégidinak kiilonbségeit és ha-
sonlésdgait. Emellett a szerz6k arra torekedtek, hogy megolddsokat taldljanak arra, hogyan tartsik fenn jelent8ségii-
ket, és erGsitsék az EU és mas szervezetek erejét.
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nations met for the first time in Bratislava on 9% April
1990 and signed the Declaration on Cooperation be-
tween them and Slovakia on 15™ February, 1991 to join
into European integration — the so-called V4 group.
This cooperation mainly targeted to enhance their pow-
er in the same region and develop the EU and other
Member States in many aspects. This article mainly
focuses on figuring out the trustworthy cooperation of

1. Introduction

In the 14th century, three kings — John of Luxembourg,
Charles Robert, and Casimir III of the Czech Republic,
Hungary, and Poland — gathered in Visegrad on the
Danube (Hungary) to sign an alliance contract (Musil
2011). The summit’s major goal was to collaborate on
commerce, taxation, and trade routes. Moreover, this
cooperation served as a mini-model for the future of the

European Union. Many events took place between the
Visegrad nations after nearly a century of collaboration.
Following the Warsaw Pact, three delegates from three

Visegrad countries, especially in cybersecurity. More-
over, the authors indicated the way how V4 maintains its
strength in the same region.
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1.1. Why Visegrad countries cooperate?

The Visegrad nations have significant similarities includ-
ing the region’s historical evolution, culture, economics,
society, geography, and security issues (Helsusovd 2003);
thus, there is a potential natural collaboration for the
future enhancement of the Central European area (Bra-
zova—Matczak—Tnkacs 2013). Each of the V4 countries
has acknowledged the importance of cybersecurity chal-
lenges, cyber dangers, and the urgent need to defend
their citizens’ security. They also protected their democ-
racy, civil rights, information secrecy, and privacy (Ké7idk
et al. 2017). Visegrad cooperation has the following ob-
jectives: restoration of the sovereignty of the country,
democracy and freedom, elimination of the remnants of
the totalitarian system, and so on. Furthermore, Viseg-
rad nations are tiny Eastern European countries with a
combined territory of around 500,000 km? and a popu-
lation of 60 million people, which is almost equal to the
area and population of France. On the other hand, the
number of V4 troops is around 200,000 soldiers, which
is comparable to that of Germany or the UK (Musil
2011). Moreover, the most essential critical element for
collaboration is the countrys’ entrance to the European
Union in 2004 and other international organizations. In
addition, the Visegrad nations envisaged an organization
that would stand for extensive interactions among them,
especially in terms of geographical, historical, and cul-
tural commonalities, as well as the hurdles posed by for-
mer communist countries (Kirsiak et al. 2017). Hence,
the cooperation of the Visegrad countries has created a
strong regional organization in Europe.

1.2. The system of V4

The presidency of V4 changes for each country annually.
Each president puts together his/her program to ensure
the long-term cooperation for V4. There are several
meetings between the V4 Presidency and other ministers
in V4 and V4+ format. In addition, some meetings be-
tween the Presidents and the Parliament of these nations
are held annually. V4 has the major tasks to maintain
contact and cooperation with the Permanent Represen-
tations to the EU and NATO, as well as the OSCE, UN|
COE, the OECD, the WTO, and the like. Even though
there are a lot of shared goals and common interests,
cach V4 cybersecurity strategy is fragmented in different
ways (1nble 1).

2. The Visegrad countries’ cooperation

2.1. Cooperation among V4 nations

V4 cooperate in some areas such as culture, education,
science, infrastructure, environment, and youth ex-
change. In addition, the Visegrad countries also extend

Table 1. | Fragmentation authorities of Visegrdd countries

Country Authorities

CZECH
REPUBLIC

— Cyber Security managed by the Ministry of
Interior (2010-2011)

— National CERT (CSIRT.CZ)

— CZ.NIC - legal entities operation in (domain
name, e-communication market)

— CERT (GOVECERT.CZ)

— Military CERT /CIRC administered by the
Ministry of defense (armed forces, defense
ministry)

— 20 private CERTs

SLOVAKIA — National CERT /CSIRT

— CSIRT.SK response in the civil sector

— Ministry of finance. CSIRT.SK cooperates
with a similar team on the international
platform on a regional level with the teams of
V4 and Austria

— CSIRT.MIL.SK - for monitoring, evaluation,
measure-taking of information security

POLAND — Strategic/policy level by Ministry of digital
affairs with the Ministry of finance, justice,
interior

— National Center for cybersecurity and national
CERT /CSIRT with sectoral CERTs/CSIRTs
(energy, financial, banking, water supply,
administration, etc.)

— Technical level including SOC (security
operations center)

— Ministry of finance responsible for cybersecu-
rity issues

— Ministry of defense used for national security,
military security

— Ministry of Interior responsible for critical
infrastructure

HUNGARY — At the government level (National cybersecu-
rity council supported by national cybersecu-
rity forum, academic & business sector
council, some task-oriented workgroups)

— Ministry of interior — for central governmental
incident management, Critical Infrastructure

— National CIRT (or GovCERT)

— Ministry of defense — for military incident
management (MilCERT)

— National Directorate general — for disaster
management

— Hungarian internet service providers
— providing civil domain

— NIIF institute — NIIF CSIRT workgroup to
protect Hungarian mid- and higher education
and research sector

— GovCERT and MilCERT - tend to keep
secrets instead of sharing data

Source: authors” own compilaton

the experience of transformation in the areas of terror-
ism prevention, organized crime, refugees, disaster man-
agement, and the defense industry. The V4 also cooper-
ate in disaster management, infrastructure, or the
environment. Likewise, they are strengthening the de-
velopment of defense and armament industries to fight
back the terrorists.
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2.2. Cooperation with EU

V4 nations are mainly active contributors to the EU in
developing the Common Foreign and Security Policy
(CFSP) and the EU strategy towards the Western Bal-
kans and participate in the development of the European
Security and Defense Policy (ESDP) to enhance EU re-
lations with NATO. Visegrdd cooperation creates new
opportunities and forms of economic cooperation with-
in the European Economic Area and discusses prepara-
tions for the use of the European Monetary Union
(EMU). After participating in the EU and NATO, the
V4 also helped the Western Balkan countries in improv-
ing the integration process of the Western Balkans and
the Euro-Atlantic including several practical assistance in
2014, e.g. in the fields of law, children’s rights, public
space, and administrative reform. Due to the migration
crisis, in 2016 there was a meeting between the Minis-
ters of Interior of the V4, Slovenia, Serbia, and Macedo-
nia to improve the control of migration flow. In addi-
tion, the V4 also cooperated with the Benelux Group in
2003 in eight important areas to clarify possible joint
actions and contribute to strengthening the common
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foreign, security, and defense policy of the EU. Likewise,
the V4 is currently working with Austria and Germany
(V4+) to improve stability, reduce cyber threats to peace,
and build Euro-Atlantic security relations with NATO
and other partner countries.

2.3. Cooperation with the other international
01ganizations

Visegrad is expanding cooperation with other partners
that have similar interests with the main goals to
strengthen transatlantic solidarity and cohesion, to pro-
mote a common understanding of security between the
EU countries and the Euro-Atlantic area, to improve the
fight against international terrorism, to exchange infor-
mation in international organizations (UN, Council of
the EU, OECD, etc.) and to consult in the OSCE on
issues of common interest to the V4 countries. With the
boosting of ICT, V4 members face many challenges
from cyber threats. Hence, Austria and V4 began to co-
operate in 2013 with the creation of the Central Euro-
pean Cyber Security Platform (CECSP). The coopera-
tion’s purpose of the five states is to enable the

Different: Government, politics plans,

Historical development, cultural similarities for cooperation

Figure 1

election cycles, cyber (1mitial time, budgets,
mnstitutional backgrounds, issues)

@
e

V4 cybersecurity strategies

5

- Contribute to cyber security agendas of NATO and EU.

- Ensure national security level

Aim

Source: authors’ own compilaton

- Priority in adoption new strategic approach
- First EUs which established National

- Legal framework by the Act on cybersecurity in
2014 and EU - Directive on security of network
and information systems (INIS directive).

- Priority in adoption new strategic approach

- Ministry of Digital Affairs (2015) — audits in
terms of resources, legal, financial problems.

- CSIRT —remain a relatively stable partner for
international cooperation.

- Legal framework by Assumptions of
cybersecurity strategy of Poland — (MDA)

-Adoption of a National strategy for the
Information security just broader the concepts
of information security

- Lack a comprehensive legislation. Using new
cybersecurity concept of Slovakia

-Lack of qualified individual in public
cybersecurity sector (low salary. Czech

Cybersecurity Strategy citizenship)
Czech - Take the lead in regional and EU cyberspace - The knowledge gap between young
Republic comtexts. and old generations, IT and decision

makers.

-Lack of specialists in state
admimistration (low salary)

- Using golden hundred project to
recruit IT specialists and decrease the
outflow in private sector

-Lack of experts in public and private
sector (low salary)

- Create a cybersecurity framework and
organizational structure but since 2014, lost
support and focus as new political emigration
emerged.

- National cyber security coordination council,
51 supporting workgroups, cybersecurity
forum

-Cyber framework to govern cyberspace.
Some not developed.CI is defined in a limited
way. no CI plan in place=> limit offensive and
defensive measures, scope of V4.

-Lack of IT personnel in public and
private sector (salary gap because of
legislative cap on salaries)
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information, best practices, lessons learned, and know-
how sharing about cyber threats and potential solutions
for cyber-attacks (Berzsemyi 2015). Moreover, this plat-
form will provide the capacity and capability building in
improving the V4 position in the international environ-
ment. Besides, V4 also take part in Digital Three Seas
Initiative cooperation for economic growth, develop-
ment IoT, Artificial Intelligence (Al), 5G, digital infra-
structure, tactical cooperation against cyber threats and
disinformation (Kosciuszko 2018).

3. Cybersecurity strategies of Visegrad
countries, similarities and differences

Although V4 nations have many common interests and
cyber threats, several similarities and dissimilarities in
their cybersecurity strategies are described in Figure 1.

Furthermore, the Ministry of Interior is in charge of
Hungary, the Czech Republic, and Slovakia’s cybersecu-
rity strategy, and they have civil resilient cooperation. In
contrast, Poland has cybersecurity capabilities belonging
to the Ministry of Military. Also, Hungary and national
cybersecurity institutions focus on civilian law capabili-
ties and it belongs to the Ministry of Interior and civilian
security services. As a result, because the former is on the
Interior side and the latter is on the Military side, Hun-
garian and Polish cyber center groups cannot collabo-
rate. The internal cybersecurity of V4 has offense power
by law or regulations. They established the CPPP coop-
eration as well as close cooperation with the Universities.
While Poland and the Czech Republic have power in
CERT, Slovakia and Hungary are still in their infancy in
terms of cyber-attack protection. Moreover, the Czech
Republic differs from the other three nations in that it
has legal offense powers.

4. Is this cooperation good?

The V4 collaboration demonstrated that it was a good
potential partnership at international and political levels.
This connection is based on a shared history, geographi-
cal proximity, economic partnership, and knowledge of
public interests (Mafecki 2018). Based on their shared
objectives, the V4 not only improves the EU and
NATO?s security structures but also cyber defense more
effectively, functionally, and powerfully. Currently, one
of the critical issues is the immigration situation that re-
quires V4 collaboration in supporting the admission
process alongside the EU. In addition, regarding this
cooperation, it can help them in resolving energy chal-
lenges since they rely on importing energy. These con-
cerns include a lack of an integrated energy market, in-
frastructure, and interruptions in supplying energy
supplies. Furthermore, in the face of comparable cyber
threats, V4 collaboration may boost military capabilities
and cooperation among the armed forces by exchanging

military exercises, fighting skills, and defensive experi-
ences. Poland, for example, is developing army cyber-
attack capabilities. While the Czech Republic is good at
not only in technological fields but also in cybersecurity,
Hungary excels in engineering education, and Slovakia
surpasses with a public-sector cybersecurity leader (Davis
2017). On the other hand, they can support each other
to proactively defend against cyber-attacks and improve
the global cybersecurity index for each member by year
from 2017 to 2020 (Figure 2). Likewise, based on the
five major pillars of digital life: (internet affordability,
quality, e-infrastructure, e-security, and e-government)
(Davis 2017), this cooperation can encourage its digital
space for both residents and businesses of each member.
For example, in comparison to 110 countries in the
world, Hungary ranked 32" | Czech Republic 28",
Slovakia 29™ and Poland 25% (Surfshark 2021).

Visegrad countries Global Visegrad countries Global
Rank Rank
Poland 34 Poland 30

The Czech Republic 35 The Czech Republic 68

Hungary 51
Slovakia 82

Hungary 35
Slovakia 34

Figure 2 Global cybersecurity index in 2017 (a) and Global cybersecurity

index in 2020 (b)

Source: ITU 2017, 2022

5. Conclusion

This article has briefly covered the Visegrad nations’
founding (history, the purpose of cooperation, and its
mechanism). Besides, it also demonstrated how the V4
nations collaborated within the V4, as well as with the
EU and other international organizations (NATO, West-
ern Balkans, Benelux group, OECD, and UN). More-
over, the authors also described an overview of the simi-
larities and differences between the V4 members in
cybersecurity tactics. Regarding the benefits of the V4
collaboration described above, the authors indicated
that these nations are recognized as one nation with a
significant influence on the EU and NATO in boosting
cybersecurity, cyber defense, and other critical concerns
such as immigration issues and energy.
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